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Abstract: In this paper, we proposed a simple and secure Personal Idenfication Number(PIN) authentica-
tion scheme against shoulder surfing attack using a vibration of mobile device. A shoulder surfing attack(also
known as an observation attack,social hacking) is an actual threat for cell phone users. Some research works
propose a secure authentication scheme againsta this attack. These schemes have issues such as a complex
input method, increased memory load for a secret and required an additional device. Our scheme CCC(Circle
Chameleon Cursor) focuses on improving a PIN authentication on a smart phone and resolves above issues.
The features of our scheme as follows: 1) We use two secret and the second secret is shared with a vibration
signal between a mobile-phone and a user. It makes hard to retrieve an input value even if an attack has
some movies about both a screen and an input operation. 2) The scheme does not increase a memory load
of a secret. And 3) The scheme does not need an additional dedicated device. We implemented a prototype
system on an Android smart-phone and conducted a shoulder surfing attack experiment with 10 subjects
using the system. The result was that no one succeeded to identify an input value.
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CCC:Shoulder Surfing Resistant Authentication System by Using
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