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ColorPassword: Shoulder Surfing Resistant Authentication System in
Personal Identifier by Using Color and Number Password

MASAAKI HARADAY KEITA WATANABE'

Abstract: In this paper, we proposed resistant authentication system “ColorPassword” against shoulder surfing attack in public
place. A shoulder surfing attack is some threat for cell phone users in modern society. Our scheme ColorPassword is
authentication system that use password we thought a combination of number and color, and follows former interface and user’s
memory load. Therefore it enables users to input password like a former device. On the other hand, observers are not able to
identify whether operator uses number or color for inputting password because our ten key uses color to background of ten key
buttons. In this paper, we introduce system of ColorPassword and discuss about use of it.
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