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Abstract: In recent years, smart device owners, including smart phones are increasing. The smart devices
contain a large amount of personal information. However, they are often used in public places for convenience
and portability. Thereby, there is a spill or leakage problem of information. Therefore, as other than the
owner does not operate the terminal, there is a method of locking the terminal. However, existing locking
scheme such as PIN code authentication scheme, pattern authentication scheme, or password authentication
scheme, the security strength is low when it is exposed to shoulder surfing. In this paper, in order to enhance
the security strength against shoulder surfing, we propose a personal authentication scheme that employs
multiple simultaneous touch mixed with fake by the terminal vibration function that only the user can be
aware.
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