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A Construction of Communication Visualizing System
for the General User to Realize the Threat of Cyber Attacks

RINA KATO™  HIROSHI MORI™
KATSUNARI YOSHIOKA™ YUKO MURAYAMAT™

Abstract: Recently, a communication of computers has been increasing. Therefore, it is difficult for the general user to grasp
the communication of their computers. Also, because the general user cannot grasp a communication status, we thought the
general user hardly realized that their computers were exposed to the threat of cyber attacks. We visualized a communication
status and communication processes using Google Maps and pie chart and constructed a visualizing system for the general user
to realize threats of cyber attacks without specialized knowledge.
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Figure 1 The example of visualization on map(Proper)
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Figure 2 The example of visualization on map(Malware)
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Tablel The instruction of the number of ports
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Figure3 The example of showing running process
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Figure4 System configuration

41 BET—4WMB
411 EHEMBEHRER—D

AL 5 5 — & % Wireshark TPCAP 7 7 A /L & L TH
"/ 5.
412 Y5 IARIER—D

A #4k4 % 5 — & % Process Monitor & VT CSV 7 7 A
ALELTRIET S
42 BET—420HE
421 HHRMRAFFES—D

tepflow 2 W T H#5 L7 PCAP 7 7 A Vin bR — &+
LIPT RLAZHH L, S 512 MaxMind #E23 824 L T 2
GeolP2 Python API ZfEA L CTIP 7 KL A0 LALEE A~
BT D,

© 2017InformationProcessingocietyof Japan

1-403-4¢
2017/3/z

422 MY 35 7ARER—D

412 TG LIeT —# b TCPMExITo T ey rk
ADH T 5.
43 AHAEEE

i 5 X A AL~ — 2 C1d Google Maps JavaScript API[5]
ZHWTHRMK, 7 = A= 3 P ORAlL,~— T — % Fik
9 5.H 27 7w fi{b~— T JavaScript D7 A 77 U T
&% Frotr2 Z HWTERET 2.
5. FLHESHRDERE

AREVAT LML THET B ALREAD =
2= P EZDEDY—/RLBEEAT>TNDDNE b
THET LI N TEX L E, EHOBEE~AV T 2T O
WEEZRERD L EHONY LY = 7 lE % AL LT
WD LONEMMERAELELET EORGICHFETE L
ZZTWL. LI LBEEOEHZETEZHETETH, AR
PF—REEEEZ L TWEONEMT D Z LN TERN.Z
DD BELRTET TR FAAL AL —FBICERTT DD
ERRETH D E7-5EIETHME RAIOT A 2 TEER
WERLEDBMOBER - NESITEICEZTZD,EDXL
FIBIEMNT A 2 EDTF ORLEY EEBENIZDND R
FBERIE IR TE 2 FIEICBE L T E RO R
BHDBHEZBZTVDAE%,SDICHAAENR 2B a—
ADBREEITRETEDILI, 20 L) RliEZBINTS 2
LESBOMEE T D,

& EXH

[1] A&, HMsoRk, A RHR O~V T = 7 BRHNT & 32
BT 2EEMHATEE - ¥ 7 = — XORE, FH
QUEL 22 RIF 42 41 4%, vol.2012-CSEC-58 No.38, vol.2012-SPT-4
No.38, pp.253-260

[21 Ezm AFEZ, BELN, hEaaz, ATy Fa—
FOEX=2 U7 o Bilm EEZBIE LISy b~y F il
VAT L, RIFRFR PR L F RS 5 57 &,
pp.47-52, 2009

[3] NICTER, http://www.nicter.jp/

[4] MaxMind, https://www.maxmind.com/ja/home

[5] Google Maps API, https://developers.google.com/maps/?hl=ja

282



	confinfo_j: 情報処理学会 インタラクション 2017
	confinfo_e: IPSJ Interaction 2017
	filename: 1-403-45
	c_date: 2017/3/2
	cprt: © 2017 Information Processing Society of Japan


