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Usability Improvement of an Anti-Shoulder-Hacking PIN
Code/Password Input Method exploiting Tracing Difficulty of
Multiple Button Movements

Kokoro KOBAYASHI™  Tsuyoshi OGUNI™ Masaki NAKAGAWA ™!

Abstract: When a person inputs a PIN code or password to a smartphone, etc., there exists risk of shoulder hacking of the PIN
code or password to be stolen. To decrease the risk, we assign colors or shapes to buttons, remove codes from buttons, move
them simultaneously and let the user to touch the target button. Peepers can’t trace movements of all the buttons at the same time,
but the user only need to trace a single button and touch it. This method does not have the highest security, but it is easy to use
and free from change to a server side. However, there is a risk to miss the movement of the target button. Therefore, we add a
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function to rewind and replay the movements. This paper presents the new function and its evaluation.
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